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(54) Mobile-assisted hand-off across multiple wireless data networks 



(57) The present invention encompasses a method 
of inter-network hand-offs between a plurality of differ- 
ent wireless data networks. The method comprises the 
steps of: receiving RF measurements from a plurality of 
wireless data network base stations; comparing each of 
the received RF measurements to a predetermined 
minimum RF threshold; selecting one of the plurality of 
different wireless networks; requesting a wireless com- 
munications device through a wired connection with a 
plurality of network radio frequency modems to commu- 
nicate with the selected wireless network; communicat- 



ing the request through radio frequencies to an inter- 
network router connected to current wireless data net- 
work; generating a list of hand-off candidates for the 
wireless communications device; selecting a target 
base station hand-off candidate based upon a predeter- 
mined communications criteria; communicating the 
hand-off candidate to the wireless communications 
device; tuning to communications channel for facilitation 
of wireless communication with the hand-off candidate; 
and performing any necessary protocol conversion. 
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Description 

Held of the Invention 

This invention relates to the field of wireless com- 
munications, and more particularly to the field of mobile 
communications over multiple wireless data networks. 

Backoround of the Invention 

A wireless communications device user has been 
limited by a single wireless data network the wireless 
communications device will support. When traveling 
outside of the radio frequency (RF) coverage for that 
wireless data network, the user typically has no viable 
alternative means of wireless communications. A wire- 
less communications device is unable to communicate 
with a fixed communications device of a different net- 
work or another wireless communications device that is 
using a different wireless data network interface proto- 
col. The moving wireless communication device is lim- 
ited to communicating with other wireless 
communications devices that utilize the same wireless 
data network interface protocol. Therefore, the moving 
wireless communication device is essentially isolated 
from other wireless communication devices on different 
data networks. 

Accordingly, there is a need for enabling moving 
wireless communication devices to communicate over 
multiple wireless data network protocols. 

Summary of the invention 

In accordance with the present invention, there is 
provided a method of inter-network hand-off s between a 
plurality of different wireless data networks. The method 
comprises the steps of: receiving RF measurements 
from a plurality of wireless data network base stations; 
comparing each of the received RF measurements to a 
predetermined minimum RF threshold; selecting one of 
the plurality of different wireless networks; requesting a 
wireless communications device through a wired con- 
nection with a plurality of network radio frequency 
modems to communicate with the selected wireless net- 
work; communicating the request through radio fre- 
quencies to an inter-network router connected to 
current wireless data network; generating a list of hand- 
off candidates for the wireless communications device; 
selecting a target base station hand-off candidate 
based upon a predetermined communications criteria; 
communicating the hand-off candidate to the wireless 
communications device; tuning to communications 
channel for facilitation of wireless communication with 
the hand-off candidate; and performing any necessary 
protocol conversion. 



Brief Description of the Drawings 

A more complete understanding of the present 
invention may be obtained from consideration of the fol- 
5 lowing description in conjunction with the drawings in 
which: 

FIG. 1 is a block cfiagram showing the overall sys- 
tem architecture in an end-to end multiple network 
10 wireless data communications system; 

FIG. 2 is a block diagram showing the internal 
structure of a protocol converter in accord with the , 
present invention; and 

FIG. 3 is a diagram showing process of protocol 
75 conversion in accord with the present invention. 

Detailed Description 

Although the present invention is particularly well 
20 suited for use in a Cellular Digital Packet Data (CDPD) 
and an Automatic Train Control System (ATCS), and 
shall be described with respect to this application, the 
methods and apparatus disclosed here can be applied 
to other wireless data communications across a plurality 
25 of different wireless data networks. 

Presently, a moving wireless communication device 
cannot communicate over more than one wireless data 
network. For example, a CDPD device is forced to only 
communicate over the CDPD wireless data network and 
30 is therefore isolated from other devices on a different 
network. 

The present invention allows the moving wireless 
communication device the flexibility to choose from dif- 
ferent wireless data networks. The present invention 

35 facilitates communication over a plurality of different 
wireless data networks through multiple capabilities 
including: determining the best quality wireless data 
network to access by comparing radio frequency (RF) 
signal strength measurements from different wireless 

40 data networks; performing necessary protocol conver- 
sion of data messages outbound from the wireless com- 
munications device, to a format usable by the air- 
interface protocol of the selected wireless data network; 
performing necessary protocol conversion of data mes- 

46 sages in-bound to the wireless communications device, 
from the selected wireless data network, to a format 
usable by the end-processor of the moving wireless 
communication device; and performing actual routing of 
data messages to either the end-processor if in-bound 

so messages are being received, or to the network radio 
frequency modem for radio transmission to the selected 
wireless data network If out-bound messages are being 
transmitted. 

Referring to FIG. 1 there is shown the overall sys- 
55 tern architecture for facilitating wireless data communi- 
cations across multiple networks. At the fixed network 
side, a fixed communications device (FCD) 10 is wired 
to a router 16. A plurality of wired connection options 
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exist for connecting the fixed communications device 
with the router. FIG. 1 is a block diagram illustration of a 
Public Switched Telephone Network (PSTN) connection 
with an Integrated Services Digital Network (ISDN) 
interface. The wired connection between both the PSTN 
12 and the fixed communications device 10 and the 
router 16 and PSTN 12 comprises an ISDN basic rate 
interface line (B-channel) whose operation and struc- 
ture is well known to those skilled in the art and, there- 
fore, the operation and structure thereof need not be 
described in detail. The router 16 can be connected to a 
f ixed communications device 10 through a Packet Data 
Network (PDN) 14. A fixed communications device 10 
comprises any communications device that is not 
mobile. At the wireless network side a wireless commu- 
nications device 24 is capable of transmitting to several 
networks A, B, C to X 22 usable by the wireless commu- 
nications device 24. The networks A, B. C, to X 22 are 
coupled to associated network gateways A, B, C to X 20 
which convert the wireless transmitted information from 
device 24 to protocols used by a local area network 18 
(LAN). The LAN 18 is interconnected to the wired net- 
work including the fixed communications device 10. 

The router architecture 16 comprises two sub-rout- 
ers, a master and a slave, which both perform the dual 
function of converting and routing data messages 
across multiple wireless data networks. The sub-routers 
are coupled to the fixed communications network and to 
the LAN 18. The network gateways A, B, C, to X 20 con- 
vert information from the protocols used by the fixed 
communication device 10, to protocols used by the wire- 
less networks A, B, C, to X 20 which carry wireless 
transmissions to and from the wireless communications 
device. 

Data messages in -bound from a wireless communi- 
cations device across the multiple wireless data net- 
works will be converted by the router 16 from the 
wireless data network protocol (as needed) to the wire- 
less data network protocol usable by a fixed communi- 
cations device 10. After conversion, the router will route 
the data message to the network address of the fixed 
communications device. 

A data message out-bound from the fixed commu- 
nications device across multiple wireless data networks 
wilt be converted (as needed) by the router from the net- 
work protocol used by the network containing the fixed 
communications device 10 to the wireless data network 
protocol usable by the destination wireless communica- 
tions device 24. After conversion, the router will route 
the data message through a network gateway A, B, C, to 
X 20 to the network address of a destination wireless 
communications device 24. 

Once it is determined which network A, B, C, to X 
22 a data message came from, the routing table is 
updated. Any new message sent to the network is 
routed using the correct message format to the correct 
address by retrieving the receiver's location from the 
routing table. A mobile database is maintained for every 



active wireless communications device by storing a user 
profile for every active mobile user. Every message 
received by the router 16 is monitored to determine if it 
is the correct message type and any invalid message 

5 types are discarded. All messages received by the 
router are authenticated by monitoring a user identifica- 
tion (ID) and a source network address in the data mes- 
sage. Once received by the appropriate destination 
network control center, the data message will be routed 

10 through a destination network to a destination base sta- 
tion where the wireless communications device is cur- 
rently being provided wireless access and/or registered. 
At the base station, the data message is transmitted by 
radio frequency (RF) transmission to a wireless commu- 

15 nication device and received by the protocol converter 
of the wireless communications device. 

Referring to FIG. 2 there is shown the internal sys- 
tem architecture of the protocol converter 30 associated 
with a wireless device. The protocol converter 30 com- 

20 prises a timing and control (T&C) 32, end processor 
interface (EPI) 34, configuration and control (C&C) 36, 
and an inter network control (INC) 38. The implementa- 
tion of these functions would be understood by a person 
skilled in the art. Internal ports A, B, and C 40 provide 

25 interface connections to Network RacSo Frequency 
Modems (NRFM) A, B, and C 42. The protocol con- 
verter 30 includes x number of ports for X number of 
network radio frequency modems 42. The end proces- 
sor interface 34 provides a connection to the end proc- 

30 essor (EP) 46 of the wireless communications device. 

At the wireless communications device, a data 
message is received by one of the network radio fre- 
quency modems 42 the wireless communications 
device is currently using for wireless communications. 

35 The network radio frequency modems 42 are connected 
to the protocol converter 30 which performs functions 
similar to the router on network side. The choice of 
which wireless data network to choose for wireless 
communications is determined by the protocol con- 

40 verter. 

The protocol converter 30 of FIG. 2 decision is a 
function of RF measurements received from a plurality 
of different wireless data networks in the current cover- 
age area of the wireless communications device. The 

45 protocol converter receives the RF measurements 
through the plurality of different network radio frequency 
modems 42 that are connected to the protocol converter 
30. The protocol converter can use a plurality of differ- 
ent methods to determine which wireless data network 

so to use for wireless communications. A wireless commu- 
nications device refers to any wireless communications 
device capable of transmitting and/or receiving data 
through radio transmission communications. 

One exemplary method used by the protocol con- 

55 verter 30 is the comparison of the received RF meas- 
urement with a software controlled (predetermined) 
minimum RF strength (threshold) for viable wireless 
communications with that particular wireless data net- 
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work and choose that particular wireless data network 
that yields the highest difference between the predeter- 
mined RF threshold and the RF measurement taken. 
Then the configuration and control (C&C) 36 will 
request wireless communications be performed over 
the selected wireless data network through the wired 
connection with the end processor 36 of the wireless 
communications device and the selected network radio 
frequency modems 42. Also, the protocol converter will 
inform the router at the network side by RF which wire- 
less data network the protocol converter has chosen for 
wireless communications. Therefore, subsequent data 
messages in-bound to the wireless communications 
device will be routed to the correct wireless data net- 
work. After the request is made, the protocol converter 
performs the dual functions of converting data mes- 
sages in-bound and out-bound to the requested wire- 
less data network protocol and routing the converted 
data message. 

A data message out-bound from the wireless com- 
munications device is converted by the protocol con- 
verter 30 from the network protocol usable by the end 
processor 46 of the wireless communications device to 
the requested network air-interface protocol to be used 
for wireless communications. The converted out-bound 
message is then routed by the protocol converter 30 to 
the requested one of a plurality of different wireless net- 
work radio frequency modems 42. Then the message is 
transmitted by RF to the network base station of 
requested wireless data network A data message in- 
bound to the wireless communications device received 
from the requested wireless network radio frequency 
modems is converted by the protocol converter 30 from 
the requested wireless network air-interface protocol to 
the network protocol usable by the end-processor 46. 
The protocol converter 30 then routes the converted 
data message to the end processor of the wireless com- 
munications device. 

An alternate method is used by the protocol con- 
verter for determining which wireless data network to 
use for wireless communications in which the protocol 
converter 30 compares the received RF measurement 
for a pre-set user-preferred wireless data network with 
the RF threshold for the user-preferred network con- 
tained in software. The user-preferred network will be 
requested unless RF measurement from the user-pre- 
ferred network is not above RF threshold for the user- 
preferred network In this case, the protocol converter 
30 will select the particular wireless data network that 
yields the highest difference between the pre-set RF 
threshold and the RF measurement taken to perform 
wireless communications. Then the control and configu- 
ration 36 of the protocol converter 30 will request wire- 
less communications be performed over the selected 
wireless data network through a wired connection with 
the end processor of the wireless communications 
device and the selected one of the plurality of network 
radio frequency modems 42. The protocol converter 30 
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will inform the router 1 6 at the network side by RF which 
wireless data network the protocol converter 30 has 
selected for wireless communications. Therefore, sub- 
sequent data messages in-bound to the wireless com- 

5 munications device will be routed to the correct wireless 
data network. 

After the request is made, the protocol converter 30 
will perform the dual function of converting in-bound and - 
out-bound data messages to the requested wireless 

10 data network protocol and routing the converted data 
message. A message out-bound from the wireless com- 
munications device is converted by the protocol con- 1 
verter from the network protocol usable by the end 
processor 46 of the wireless communications device to 

75 the requested network air-interface protocol to be used 
for wireless communications. The converted out-bound 
message is then routed by the protocol converter to the 
requested wireless network radio frequency modems 
42 where it is transmitted by RF to the network base sta- 

20 tion of the requested wireless data network An in- 
bound message received from a requested one of a plu- 
rality of different wireless network radio frequency 
modems is converted by the protocol converter from the 
requested wireless network air-interface protocol to the 

25 network protocol usable by the end-processor of the 
wireless communications device. The protocol con- 
verter then routes the converted data message to end 
processor 46 of the wireless communications device. 
During the course of a live call, a hand-off between 

30 wireless data networks will occur when viable wireless 
communications can no longer be maintained with the 
original system. The process by which the hand-off 
occurs from one radio frequency in one cell to another 
radio frequency in another cell across different wireless 

35 networks is performed quickly so callers should not 
notice. The protocol converter 30 periodically reports 
radio signal strength indicator measurements to the 
base station through an radio frequency modem for 
base station processing. The base station forwards the 

40 measurement data to the inter- network router. When 
the received radio signal strength indicator measure- 
ments by wireless communications device fall below a 
pre-determined threshold for that particular wireless 
data system (such as at inter-network border situation), 

45 the inter-network router responds to a hand-off request 
made by the wireless communications device. A list of 
potential hand-off candidates is generated from access- 
ing the network routing table which maintains a current 
address location for the wireless communications 

so device. Based upon pre-selected communications crite- 
ria, such as bandwidth, encryption, user services, data 
rate, etc., a prime target for hand-off is determined. The 
inter-network router sends a message to the wireless 
communications device through a specific network 

55 gateway instructing the mobile to hand-off to certain tar- 
get wireless data system. The message will include a 
channel to tune to for the maintenance of the present, 
live call. 
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The protocol converter controller has selected the 
CDPD network after RF measurements taken irom the 
CDPD network yielded the highest difference between 
the RF measurement taken and the pre-set RF thresh- 
old for viable CDPD wireless communications from dif- 5 
ferences calculated for each wireless data network in 
current coverage area. No user-preferred wireless data 
network has been set and therefore the network 
(CDPD) yielding highest difference is one chosen. The 
protocol converter has informed the router by RF which w 
wireless data network the protocol converter has cho- 
sen for wireless communications. Therefore, subse- 
quent data messages in-bound to the wireless 
communications device will be routed to the CDPD 
wireless data network The operation and structure of 15 
the elements of a CDPD and Automatic Train Control 
System (ATCS) are well known to those skilled in the art 
and thus will not be described in great detail. 

Referring now to FIG. 3 there is shown a block dia- 
gram illustrating the process of protocol conversion. For 20 
a fixed communications device initiated data transmis- 
sion, the user data 58 will be extracted from the Auto- 
matic Train Control System (ATCS) frame 54 and put 
into a CDPD frame 56 having the necessary CDPD net- 
work information 50. The converted CDPD data mes- 25 
sage is then routed through a CDPD gateway to the 
home CDPD network control center for the wireless 
communications device. At a home Mobile Data Inter- 
mediate System (MD-1S), the CDPD data packet is 
routed to a Mobil Data Base Station (MDBS) where the so 
destination wireless communications device is currently 
registered. When received at the MDBS, the CDPD data 
message is transmitted through RF to a CDPD radio fre- 
quency modem present in the wireless communications 
device. Once received by the CDPD radio frequency 35 
modem, the data packet is again converted to an Auto- 
matic Train Control System (ATCS) data packet usable 
by the end processor.. Then the data packet is routed by 
way of the wired connection to the end processor. 

The process is reversed in the opposite direction for 40 
a mobile-originated wireless data transmission. In this 
case, a user-preferred CDPD wireless data network has 
been set. The CDPD network is chosen by the protocol 
converter for wireless communications after RF meas- 
urements taken from the CDPD network are above the 45 
pre-set RF threshold for viable wireless communica- 
tions with the CDPD network. The protocol converter 
has informed the router through an RF transmission 
which wireless data network the protocol converter has 
been chosen for wireless communications (CDPD). so 
Therefore, subsequent data messages in-bound to the 
wireless communications device will be routed to the 
CDPD wireless data network. 

For a mobile-originated wireless data transmission, 
the end-processor routes the Automatic Train Control ss 
System (ATCS) data message to the protocol converter. 
Since protocol conversion is needed, the user data 58 is 
extracted by the protocol converter from the Automatic 
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Train Control System (ATCS) frame 54 and put into a 
CDPD frame 56 that has necessary CDPD network 
information 50. The CDPD frame 56" is then routed by 
the protocol converter to the CDPD radio frequency 
modem for radio transmitted to the network Mobile Data 
Base Station (MDBS) that the wireless communications 
device is currently using for wireless access. The data 
packet is then routed to a network Mobile Data interme- 
diate System (MD-1S) and then to the router. At the 
router, the data packet is again monitored to ensure 
authenticated and correct data transmission (i.e., 
source and destination address, user ID, message type, 
time stamp, etc.). Error messages are reported to the 
router maintenance subsystem. Once authenticated, 
the user data 58 is extracted by the router from the 
CDPD frame 56 and placed into an Automatic Train 
Control System (ATCS) frame 54 with any necessary 
Automatic Train Control System (ATCS) network infor- 
mation 52. 

When mobile-received radio signal strength indica- 
tor measurements drop below the pre-determined RF 
threshold (in inter-network border situation) for viable 
communications with the CDPD network during a live 
call, a hand-off request (including radio signal strength 
indicator measurements) will be sent to the inter-net- 
work router through the CDPD base station and CDPD 
network gateway. The inter-network router constructs a 
list of potential hand-off candidates for the mobile unit. A 
primary Automatic Train Control System (ATCS) target 
base station is selected based on various user criteria 
(data rate, bandwidth, encryption, user services, etc.) 
and the mobile unit is sent a message instructing where 
to tune to a specific channel for communication with the 
selected target Automatic Train Control System (ATCS) 
base station. Once the live call is handed off to the Auto- 
matic Train Control System (ATCS) network, the inter- 
network router routes out-bound messages to the 
mobile through the Automatic Train Control System 
(ATCS) network gateway and updates its routing table 
to the present destination address for the wireless com- 
munications device. Then, Automatic Train Control Sys- 
tem (ATCS) data packets are received by the mobile 
through the Automatic Train Control System (ATCS) net- 
work radio frequency modem and routed directly to the 
end processor without the unnecessary protocol con- 
version. The process is reversed for packets transmitted 
by the mobile unit to a fixed communications device 
through the inter-network router. Packets generated by 
the mobile end processor are radio transmitted through 
the Automatic Train Control System (ATCS) radio fre- 
quency modem to the inter-network router through the 
Automatic Train Control System (ATCS) base station 
and Automatic Train Control System (ATCS) network 
gateway. The packets are then routed to the fixed com- 
munications device without the unnecessary protocol 
conversion. 

Although the invention is described here by using a 
CDPD Automatic Train Control System (ATCS) internet- 
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work handoff description, it is clear that it is not limited 
in scope to these two wireless data networks, but can 
be applied to a plurality of wireless data networks to 
enable wireless data communications across a plurality 
of wireless data network protocols irrespective of the 
wireless protocol usable by the fixed communications 
device or the end processor of the wireless communica- 
tions device. Also, although the invention is described 
here by using a fixed-to-moving end description, it is 
clear that it is not limited in scope to wireless communi- 
cations between a moving end user and a fixed commu- 
nications device, but can also be applied to 
communications between two or more moving end 
users. 

Numerous modifications and alternative embodi- 
ments of the invention wilt be apparent to those skilled 
in the art in view of the foregoing description. Accord- 
ingly, this description is to be construed as illustrative 
only and is for the purpose of teaching those skilled in 
the art the best mode of carrying out the invention. 
Details of the structure may be varied substantially with- 
out departing from the spirit of the invention and the 
exclusive use of all modifications which come within the 
scope of the appended claim is reserved. 

Claims 

1 . A method of inter-network hand-offs between a plu- 
rality of different wireless data networks, said 
method comprising the steps of: 

receiving RF measurements from a plurality of 
wireless data network base stations; 
comparing each of said received RF measure- 
ments to a predetermined minimum RF thresh- 
old; 

CHARACTERIZED BY: 
selecting one of said plurality of different wire- 
less networks; 

requesting a wireless communications device 
through a wired connection with a plurality of 
network radio frequency modems to communi- 
cate with said selected wireless network; 
communicating said request through radio fre- 
quencies to an inter-network router connected 
to current wireless data network; 
generating a list of hand-off candidates for said 
wireless communications device; 
selecting a target base station hand-off candi- 
date based upon a predetermined communica- 
tions criteria; 

communicating said hand-off candidate to said 
wireless communications device; 
tuning to communications channel for facilita- 
tion of wireless communication with said hand- 
off candidate; and 

performing any necessary protocol conversion. 



2. The method as recited in claim 1 wherein the step 
of performing any necessary protocol conversion 
further comprises performing any necessary proto- 
col conversion of out-bound messages sent from 

s an originating wireless data network to said wire- 

less communications device. 

3. The method as recited in claim 1 wherein the step 
of performing any necessary protocol conversion 

10 further comprises performing any necessary proto- 
col conversion of in-bound messages sent from 
said wireless communications device to said net- 
work 

15 4. The method as recited in claim 1 further comprising 
the step of communicating said RF measurements 
to a protocol converter. 

5. The method as recited in claim 4 wherein a plurality 
20 of network radio frequency modems are used for 

communicating said RF measurements to said pro- 
tocol converter. 

6. The method as recited in claim 1 wherein said pre- 
25 determined minimum RF threshold is selected for 

viable wireless communications with a particular 
wireless data network. 

7. The method as recited in claim 1 wherein said list of 
30 hand-off candidates is generated as a function of 

location information from a routing table maintained 
for said wireless communications device. 

8. The method as recited in claim 1 wherein the step 
35 of receiving RF measurements further comprises 

receiving RF measurements continually. 

9. The method as recited in claim 1 wherein the step 
of selecting one of said plurality of different wireless 

40 networks is a function of comparing each of said 
received RF measurements to said predetermined 
minimum RF threshold. 
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